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Email Header Analysis 

 

Name of Incident Responder  

Designation  

Date and Time  

Phone  

Email  

Fax  

Address  

Incident/Case Number 
Assigned 

 

Tools Used for Analysis  

Technique Used  

Brief Description about 
Analysis 

 

 
 

Responder’s Signature: __________________________         Date: _______________________   
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Email Header for Analysis 
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Analysis Results 
 

Return Path 

 

 

Recipient’s Email Address 

 

 

Name of the Email Server 

 

 

Type of Email Sending Service 
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IP Address of Sending Server 

 

 

Unique Message Number 

 

 

Date and Time Email was Sent 

 

 

Attachment Files Information 
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Sender Policy Framework (SPF) 

 

 

 

Domain Keys Identified Mail (DKIM) 

 

 

Any Other Information (Specify) 
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